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Cybercrime: 3rd Economy in the World

#1
#2

#3

https://10guards.com/en/articles/cybercrime-as-empire-would-be-the-worlds-third-largest-economy/
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$10.5 Trillions in damages by 2025

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Software Supply Chain Attacks increase 742% in 3 years

https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-demand-security
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Threats Actors are Shifting Targets

App in Production Software Supply Chain

Photo by Thomas Jensen on Unsplash

https://unsplash.com/@thomasjsn?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/computer-server?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://unsplash.com/@evan__bray?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/why?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Blast Radius

Photo by Jonas Frey on Unsplash

https://unsplash.com/@jonasfrey?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/explosion?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Return on Investment

Photo by Ibrahim Boran on Unsplash

https://unsplash.com/@ibrahimboran?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/money-euros?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://www.rpc.senate.gov/policy-papers/the-solarwinds-cyberattack

https://www.rpc.senate.gov/policy-papers/the-solarwinds-cyberattack
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Was Sunburst a Software Supply Chain Attack?

https://slsa.dev/
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How was Sunburst a Software Supply Chain Attack?

https://slsa.dev/
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https://www.techtarget.com/whatis/feature/SolarWinds-hack-explained-Everything-you-need-to-know

Why was is a Software Supply Chain Attack?
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Open Source Software Supply Chain Security 

Why does it matters?
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Open Source 
has won

Photo by Giorgio Trovato on Unsplash

https://unsplash.com/@giorgiotrovato?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/trophy?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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80-90%
Open source makes up 80-90% of applications
Source: Forrester



22

Global Supply Chain
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What is a Software Supply Chain?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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Where are the Threats?

https://slsa.dev/
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https://unsplash.com/@cazault?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/halloween?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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Malicious contributions — 2021

https://lore.kernel.org/lkml/202105051005.49BFABCE@keescook/ 

> Hypocrite commits by some 
researchers from the University of 
Minnesota

> Researchers tried to insert deliberately 
buggy (use-after-free) patches into 
Linux

https://lore.kernel.org/lkml/202105051005.49BFABCE@keescook/
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Possible Mitigations

> Two-persons (or more) reviews of external 
contributions

> Run Static Code Analysis (SCA) tools

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Impersonification — 2021

> ua-parser-js by Faisal Salman
> 7M downloads per week
> Maintained for 10+ years
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Impersonification — 2021

Meanwhile, on the dark web… (Oct 5th, 2021)
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Impersonification — 2021

On October 22, 2021, 3 new versions of ua-parser-js are published with 
malicious code that steal the OS credentials and the cookies on the machines 
it’s installed on (+ a cryptocurrency miner; because why not?)
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> 2FA for committers

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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> node-ipc by Brandon Nozaki Miller 
> 1M weekly downloads
> Maintained for 8+ years
> 40 other high profile packages on npmjs
> March 7th, 2022: added code that wipe 

disk if called from an IP geolocalized in 
Russia or Belarus

Protestware
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Possible Mitigations

> Two-persons (or more) reviews of all 
contributions

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Maintainer change — 2018

https://github.com/dominictarr/event-stream/issues/116#issuecomment-440927400

> event-stream npm package by 
Dominic Tarr

> 2 million downloads a week
> Was not actively maintained for years
> Threat actor reportedly offered to help maintain the library
> New owner proceeded to add a malicious library called flatmap-stream 

to the event-stream package as a dependency
> The malicious code inside the library was obfuscated to evade detection
> The code focused on stealing bitcoins from application, redirecting any 

mined bitcoins to the attacker’s wallet (instead of the intended target)
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Possible Mitigations

> Governance and processes for ownership 
transition

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats?

https://slsa.dev/

> IDE plugins
> Shell Prompts
> …
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Software Supply Chain Threats

https://slsa.dev/



43 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

https://news-web.php.net/php.internals/113838

PHP git server compromised — 2021

> PHP's self-hosted git server 
was compromised

> Threat actor injected two 
malicious commits attributed 
to well known developers

> Executes PHP code from 
within the user-agent HTTP 
header, if the string starts 
with zerodium
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> Protect source code repository server
> Enforce commit signing would help 

detect rogue commits

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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> Build server compromised to 
modify source between check-in 
and build

> Threat actor introduced backdoor 
to execute commands as root

Webmin build server compromised — 2018

https://www.webmin.com/exploit.html
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> Build from fresh commit only, no cache on 
build servers

> Provenance attestation of the deployed 
scripts

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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(GitHub) Repo-jacking — 2022
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(GitHub) Repo-jacking — 2022
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(GitHub) Repo-jacking — 2022
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(GitHub) Repo-jacking — 2022



54 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

(GitHub) Repo-jacking — 2022



55 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

(GitHub) Repo-jacking — 2022

https://github.com/cyberbob https://github.com/sbullock
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(GitHub) Repo-jacking — 2022

https://github.com/cyberbob https://github.com/sbullock
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(GitHub) Repo-jacking — 2022

https://github.com/cyberbob https://github.com/sbullock
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(GitHub) Repo-jacking — 2022

https://github.com/cyberbob https://github.com/sbullock
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(GitHub) Repo-jacking — 2022
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> Depends on immutable versions
• git tags are not immutable, git commit digest 

are
• (same could be said for container images by 

the way)

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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Given enough eyeballs, 
all bugs are shallow
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Given enough eyeballs, all bugs are shallow

20212012 2017
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Possible Mitigations

> Continuous analysis of dependencies used by 
systems (and not only at build time)

> Use Software Bill of Materials for more 
accuracy and faster time to recover

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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> Was initially used on domain names to make users go to malicious site 
rather than the expected one (e.g., https://goolge.com)

> In supply chain attacks, the modus operandi is similar: the goal is to make 
developers use rogue packages rather than official ones

> NPM
• Electorn vs electron
• Loadyaml vs loadyml
• Twilio-npm (brand jacking)

> Ruby
• Pretty_color vs colorize

> Python
• requesys, requesrs, and requesr vs request

Typosquatting / Brandjacking — 2020

https://blog.sonatype.com/malware-removed-from-maven-central
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Dependency confusion — 2021

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610 

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Dependency confusion — 2021
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Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

> Digital signature verification
> Verification of provenance attestations before 

using a dependency 

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/



70 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

> Threat actor got credentials to 
Google Cloud Storage account via 
leak in Docker image (intermediary 
layer)

> They modified the code of a script 
hosted at GCS

> Script executed by GitHub apps, 
allowed to read environments 
variables, potentially secrets 

Codecov — 2021

https://about.codecov.io/apr-2021-post-mortem/



71 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

> Use scanner for secret leaks
> Image scanning + squashed image

> Be mindful about the usage of such apps
> We should require those to run with least 

privileges principle

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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> Some developers use custom email 
domains

> When they expire, they can be 
reused

> If emails was used on that domain, 
they can be used to trigger 
password recovery on many site, 
including package registries

Expired domain takeover — 2022
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> Use 2FA on all (development) accounts
> Use code signing (and verify) on all published 

artifacts
> Governance removing inactive accounts

Possible Mitigations

Photo by Michał Parzuchowski on Unsplash

https://unsplash.com/@mparzuchowski?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/uncertainty?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Software Supply Chain Threats

https://slsa.dev/
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Star Jacking — 2022
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Star Jacking — 2022
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Star Jacking — 2022
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Star Jacking — 2022
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> No validation of the connection 
between the package and the 
repository

> Link to any popular repository, and 
benefit from its good track records

Star Jacking — 2022
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Star Jacking — 2022

https://checkmarx.com/blog/starjacking-making-your-new-open-source-package-popular-in-a-snap/ 

https://checkmarx.com/blog/starjacking-making-your-new-open-source-package-popular-in-a-snap/
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Are we there yet?

https://unsplash.com/@bel2000a
https://unsplash.com/photos/73XDjmZQo6Y
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New laws are being implemented
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New laws are being implemented

http://eclip.se/tmpolidk
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What should I do?

https://unsplash.com/@akeenster?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/99C5lrAyxpQ?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Vision

To be the leading open source foundation 
globally in implementing 

supply chain security best practices
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Simply putting the burden of added 
security work on the shoulders of 

open source projects maintainer is 
not desirable
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Eclipse Foundation

Ecosystem
Development 

Infrastructure
for Open 

Collaboration 

Community 
Governance
& Processes

IP 
Management
& Licensing 

OSS
Platform 

                   Products Added Value

Supply Chain 
Security
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SLSA
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SLSA: Summary of Levels
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SLSA: Requirements
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SLSA: compliance



93 COPYRIGHT (C) 2022, ECLIPSE FOUNDATION | THIS WORK IS LICENSED UNDER A CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL LICENSE (CC BY 4.0)

SLSA: provenance

● SLSA L3 for “Github-native” 
projects

● Sofrito: Jenkins Shared Library to 
generate provenance attestation 
(L1)

Photo by Keesha's Kitchen on Unsplash

https://github.com/slsa-framework/slsa-github-generator 

https://unsplash.com/es/@keeshasskitchen?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/sofrito?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://github.com/slsa-framework/slsa-github-generator
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SLSA: sofrito
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SBOMs
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SBOMs
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Other areas

Measure

Improve

Analyze
Control
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Measure

Scorecards
https://github.com/ossf/scorecard

Allstars
https://github.com/ossf/allstar 

https://github.com/ossf/scorecard
https://github.com/ossf/allstar
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Analyze

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/ 

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/
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Analyze

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/ 

https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/
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Improve
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Improve - otterdog

● GitHub organizations 
management at scale

● Eclipse Foundation: 50+ 
organizations, 1000+ 
repositories

○ 150+ organizations tomorrow
● Side effect: projects will be able 

to ask for some tweaks by 
sending PR. 

○ “As Code” FTW!
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2 Factors Authentication
● Physical security keys, FIDO compatible
● Time-based One-Time Password (TOTP) 

authenticator apps
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Security Audits
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Security Audits - some OSTIF audits

Backstage (April - August 2022) — Security Review, Threat Model
Slf4j (April 2022) — Security Review, Threat Model, Supply Chain Security Review
sigstore  (May 2022) — Security Review, Threat Model
CRI-O (June 2022) — Security Review, Threat Model, Supply Chain Security Assessment
Flux (September 2021) — Security Review
Linux Kernel (April 2021) — Policy Review
Linux Kernel (January 2021) — Policy Review
Unbound (December 2019) — Security Review
OpenSSL (January 2019) — Security Review
OpenSSL PRNG (September 2018) —Security Review
OpenVPN (May 2017) — Security Review
Veracrypt (October 2016) — Security Review
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Security Audits - Eclipse IDE p2 PGP signing

SOON
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Key Takeaways

● It’s a jungle out there! 

○ Threat actors are improving

● Security is hard, Supply Chain Security is harder

● Eclipse Foundation will provide services, best practices and tools to its 

projects to be leaders
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Thank You! 
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Mikaël Barbero
Head of Security

mikael.barbero@eclipse-foundation.org
 🐦 @mikbarbero

https://mikael.barbero.tech  

mailto:mikael.barbero@eclipse-foundation.org
http://twitter.com/mikbarbero
https://mikael.barbero.tech

